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1 Cause of the discussion
At its 200" meeting on 4 June 2009, the RSK Committee on Electrical Installations adopted its position
paper entitled “Computer-based instrumentation and control systems important to safety for use in the
highest safety category in German nuclear power plants” [1.1]. This position paper addresses five specific
aspects:

- measures to prevent and control common-cause failures (CCF);

- qualification and complexity; distinction between type testing and performance testing;

- maintenance measures and modifications to computer-based instrumentation and control systems;

- security;

reliability and use of probabilistic methods.

A consensus position was reached on the last four aspects, which was supported by all members of the
Committee on Electrical Installations. No consensus position could be reached on the measures for
preventing and controlling CCF.

Against this background, the RSK Ad Hoc Working Group on ‘Use of Computer-Based Instrumentation and
Control Systems’ (AG ERL) was established and, at the 426" meeting of the RSK on 20 May 2010, was
tasked with drafting a proposal for RSK deliberations on overarching requirements for computer-based
instrumentation and control systems important to safety.

The working group is therefore required to compile and justify proposals for overarching requirements for
computer-based instrumentation and control systems important to safety intended for use in reactor
protection systems. In particular, attention must be paid to requirements designed to ensure the
prevention/control of systematic failures (common cause failures — CCF)! of computer-based
instrumentation and control functions within the framework of the defence-in-depth concept. This
compilation is intended to provide a transparent basis for the subsequent RSK deliberations.

As part of the working group’s deliberations, an assessment is to be carried out of the current state of
international discussions, taking into account the requirements underpinning both planned and completed
realisations of computer-based instrumentation and control systems important to safety. In doing so, the
working group is to consult relevant international standards and draft standards as well as other relevant
sources.

' In the following, the term CCF is used exclusively.
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In addition to issues relating to instrumentation and control systems, the working group shall also include
process engineering issues in its deliberations. The findings of the RSK’s ERL working group are set out
below. The recommendations contained in the position paper [1.1] regarding the points of

- qualification and complexity; distinction between type testing and qualification testing
- maintenance measures and modifications to computer-based instrumentation and control systems

have been incorporated into the ERL working group's recommendations. The aspect of “security” considered
in [1.1] was not discussed by the ERL working group.

2 Terms and abbreviations
2.1 Definitions of terms

- Failure: The loss of the ability of a component to perform its required function when specified
conditions are met.

Note: Refers only to hardware, i.e. to objects that change their physical state and may therefore fail. The ‘failure’ event
marks the point in time at which the system transitions from a correct state to a fault state (the terms in [2.1] to [2.3] are
used in this sense).

- Closed-loop simulation: Simulation of the instrumentation and control system in a closed-loop
control circuit in which the output and input values of the instrumentation and control system are
coupled to a process model.

-  Common Cause Failure (CCF): The failure of two or more structures, systems/subsystems or
components (SSC) as a result of a single specific event or cause.
(source: [2.4])

- Diversity: The existence of two or more different methods or means of achieving a specific
objective. Diversity is used in particular as a safeguard against CCF. It can be achieved by
employing physically distinct systems or through functional diversity, whereby similar systems
achieve a specific objective using different methods.

(source: [2.5])

- Dissimilarity: A specific form of diversity for computer-based systems with the diversity
characteristics specified in VDI/VDE 3528 [2.6]:
“A dissimilar technique employs devices that are demonstrably sufficiently dissimilar or distinct
in terms of hardware, software, development tools, development teams, manufacturing, testing
and maintenance.

Note 1: The aim is to design independent systems or subsystems in such a way that their indispensable safety-related
functions are maintained even in the event of the postulated systematic malfunction of one of the independent systems or
subsystems. To this end, the degree of dissimilarity in the characteristics relevant to fault control must be demonstrated.”
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Note 2: Computer-based systems may also be designed to be diverse in individual aspects without being dissimilar; in this
case, the term ‘diversity characteristics’ is used generally in the following.

- Emulation: Simulation of the behaviour of a system or device.

- Fault: Deficiency in a hardware, software or system component.
(source: [2.4])

- Functional diversity: Application of diversity at the functional level (e.g. deriving a shutdown
criterion from pressure as well as temperature limits).
(source: [2.4])

- Active malfunction: A malfunction of an instrumentation and control system in such a way that
actuation signals are generated which are not specified in the functional specifications.

- Passive malfunction: A malfunction of an instrumentation and control system in such a way that
the actuation signals specified in the functional specifications are not generated.

- Category of an instrumentation and control function: one of three possible safety
classifications (A, B, C) for instrumentation and control functions, determined by the safety
relevance of the functions to be performed. If the function is not significant for safety, no safety
classification (categorisation) is assigned.

(source: [2.4])

Note: DIN EN 61226 [2.7] sets out guidelines for the categorisation of instrumentation and control functions.

- Class of an instrumentation and control system: one of three possible classifications (1, 2, 3)
of safety-relevant instrumentation and control systems, in accordance with the requirement to
implement control functions of varying safety relevance. If an instrumentation and control system
does not implement any safety-relevant functions, no safety classification is assigned.

(source: [2.4])

- Complexity: The degree of difficulty in understanding and verifying a system or component due
to its design, implementation or behaviour.
(source: [2.4])

- Life cycle: Activities required in connection with the implementation of safety-related systems
and equipment within the instrumentation and control system architecture, starting with the
derivation of instrumentation and control system requirements from the plant’s safety design
basis and continuing until the point at which none of the instrumentation and control systems are
available for use.

(source: [2.4])
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- Computer-based system: An instrumentation and control system whose functions depend
largely or entirely on microprocessors, programmable electronic devices or computers, or are
carried out by them.

(source: [2.4])

- Independent instrumentation and control systems: Independent systems have the following

characteristics:

a) The capability of each of the two systems to perform its intended function is not affected by
the operation or malfunction of the other system.

b) The systems’ capability to perform their functions is not affected by effects arising from the
postulated initiating event for which these functions are required.

c) Sufficient robustness against common external influences (e.g. earthquakes and
electromagnetic interference) is ensured by the design of the systems. (Quelle: [2.5])

Note 1: Modes of design intended to achieve independence include electrical and physical separation, independent

communication, and absence of feedback effects from the processes being controlled.

Note 2: Whilst independence defined in this way is a necessary condition to ensure that systems will not malfunction
simultaneously, it is not regarded in this form, in the context of the text in hand, as being sufficient to control CCF.

- Malfunction A deviation of the actual behaviour from the intended behaviour.
(source: [2.8])

- Controlled malfunction: The malfunction of an instrumentation and control system in a
predefined manner (direction) such that a defined state is established at the outputs.
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2.2 Abbreviations used

AlI&CS Additional instrumentation and control systems
CC Common cause

CCA Common cause analysis

CCF Common cause failure

CCl Common cause initiator

COTS Commercial-of-the-shelf

EMC Electromagnetic compatibility

EN European norm

FMEA Failure mode and effects analysis

FTA Fault tree analysis

HALT Highly accelerated lifetime testing

HW Hardware

IEC International Electrotechnical Commission
ISI In-service inspection

ISO International Organization for Standardization
RP Reactor protection

RPS Reactor protection system

SW Software

V&V Verification and validation

3 Course of discussions

The working group held a total of nine meetings. At its first meeting on 21 May 2010, the working group
commenced its work in accordance with the RSK’s assignment and drew up a schedule for further
discussions. A more detailed account of the proceedings, including a list of the supporting documents, can be
found in Appendix 1.

4 Safety-relevant aspects of the use of computer-based instrumentation and
control systems important to safety

The use of computer-based instrumentation and control systems now reflects the state of the art in
measuring, control and automation technology at both national and international levels. This technology has
also found its way into nuclear instrumentation and control systems; at national level, this is particularly
evident in the operational aspects of instrumentation and control and in limitation systems, whilst at
international level it is also evident in the field of reactor protection.

In this respect, the question arises — particularly in the context of retrofitting or modernisation projects — as to
whether computer-based instrumentation and control technology can be used in reactor protection systems.
In this context, it should also be noted that the use of software-based equipment technology is becoming
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increasingly important in the field of peripheral devices for reactor protection systems as analogue-based
equipment technology is often no longer available. Depending on the application, this involves the use of
technology that is sometimes complex as the devices in question are generally intended for a wide range of

commercial applications.

Computer-based safety instrumentation and control technology has both advantages and disadvantages
compared to hard-wired analogue or digital technology. The advantages include:

improved maintainability;
inherent capability for self-monitoring and fault detection;

semi-automated project planning (error-free generation of detailed specifications and code from
project briefs);

reduction of the error rate during implementation through tool-assisted plausibility checks;
automated documentation of functionality and of change management;

automated functional testing;

no drift in the set limits;

in the event of faults, diagnostic tools allow a more comprehensive and rapid fault analysis than
the analogue technology currently in use;

it is easily possible to implement emulations of instrumentation and control system functions on
simulators and to keep the simulators up to date with any functional changes; the simulator thus
provides comprehensive support for analysing failure scenarios and allows realistic training of
operating personnel even before changes are implemented.

Depending on the specific task at hand, not all of the above aspects will apply.

General disadvantages of computer-based instrumentation and control systems are:

high functional density on individual assemblies, meaning that a single assembly failure can
affect many functions;

short innovation cycles force change;

use of more complex components not developed in accordance with nuclear regulations (COTS),
e.g. processors, firmware;

RSK/ESK Secretariat
at the Federal Office for Radiation Protection Page 8 of 61



- there are new ways for third parties to carry out malicious acts (IT security);

- for licensees and authorised experts, updates provided by the manufacturer are difficult to
comprehend (restriction of the four-eyes principle); this also applies to manufacturers with regard
to their supplies from subcontractors;

- significant effort required to gain an understanding of the system;

- limited / more difficult assessment of reliability;

- hardware and software are designed with versatility in mind and are therefore more extensive and
complex than necessary;

- full verifiability is not possible due to the high complexity of the application-independent system
hardware and software.

There remains potential for CCF, particularly in the area of system software, which requires additional
measures in the case of homogeneous systems.

5 Requirements of national and international regulations and the need for
adaptation
5.1 Requirements under current German regulations

With regard to the prevention and control of CCF in the reactor protection system, the following codes and
guides of the German nuclear regulatory framework should be considered:

- BMI Nuclear Power Plant Safety Criteria of October 1977 (SiKri)
- RSK Guidelines for Pressurized Water Reactors, 1996 edition

- KTA 3501 Reactor Protection System and Monitoring Equipment of the Safety System, 06/1985
edition

- KTA 3503 “Type Testing of Electrical Modules for the Instrumentation and Control System
Important to Safety®, 11.2005

- KTA 3506 “System Testing of the Instrumentation and Control Equipment Important to Safety of
Nuclear Power Plants , 11.1984
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The requirements set out in the international DIN IEC and DIN EN standards, which are also applicable at
national level, are outlined in Chapter 5.2.

Criterion 6.1 of the BMI Nuclear Power Plant Safety Criteria of October 1977 sets out requirements for
the reactor protection system. According to this, a nuclear power plant must be equipped with a reliable
reactor protection system that triggers protective actions when specified response thresholds are reached. It
must be designed in such a way that it can fulfil its safety function even during maintenance operations in the
event of a single fault occurring in the system. Commands issued manually must neither impair nor prevent
necessary protective actions. Footnote 5) further specifies how the requirement for a ‘reliable reactor
protection system’ within the meaning of the safety criterion can be met:

,As means for the reliable design of the reactor protection system, the following shall,
preferably, be applied.:

o redundant design of components, structural assemblies and subsystems, physically separated
installation corresponding to the effective range of possible events leading to a failure,

o use of different types of equipment (principle of diversity),
o largely automatic monitoring with respect to system failure,
O adjustment of components to possible environmental conditions. **

Chapter 7.3 of the RSK Guidelines for Pressurized Water Reactors deals with instrumentation and control
systems important to safety, with the instrumentation and control system functions divided into three
categories. The functions of the reactor protection system fall within category 1. With regard to the
prevention or mitigation of systematic failures, the following requirements for instrumentation and control
systems important to safety of category 1 should be noted:

,, Chapter 7.3.2 General Requirements

(4) The structure of the instrumentation and control technology of category 1 should be simple. It
should reliably enable the necessary demonstrations for qualifying the system.

(5) Provisions are to be taken against systematic failures in the design of the instrumentation and
control systems important for safety of category 1.

(6) It is to be demonstrated that the instrumentation and control systems important for safety of
category 1 also fulfil their function if an incidental failure and a systematic failure and
consequential failures occur in addition to the accident. A systematic failure does not have to be
assumed here if sufficient measures for its prevention are demonstrated. During a case of
maintenance, an accident is also to be assumed. Within a period of 100 h the systematic failure
and the incidental failure need not be superimposed.
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(9) Incorrect triggering of the safety system is to be prevented considering the failure combinations
according to 7.3.2 (6) if accidents having intolerable effects can occur thereby.

(10)The instrumentation and control systems important for safety must not determine the non-

‘

availability of the safety system.

KTA 3501 “Reactor Protection System and Monitoring Equipment of the Safety System” further
specifies the requirements for the reactor protection system. With regard to the prevention or control of
systematic failures, the following requirements in particular must be observed (requirements that are
identical to those in the RSK guidelines are not repeated):

Chapter 4 Design Principles for the Reactor Protection System
4.4 Failure combinations
4.4.1 Basic assumptions

(2) It shall be demonstrated that the reactor protection system in cooperation with the active and
passive safety system equipment, in addition to the design-basis accident, is able to control

a) a random failure Z,
b) plus one common-mode failure (if it cannot be precluded as specified

under para (5)) S,
¢) plus secondary failures. F

(3) During specified normal operation of the reactor plant the failure combination shown in Figure
4-1 regarding occurring design-basis accidents shall be controlled whereby, in a maintenance
case (1) it is not required to assume that the common-mode failure (S) and random failure (7)
occur simultaneously within a time span of 100 h.

(5) The effects of systematic failures in the reactor protection system shall be analysed. Depending
on the results of the analyses, additional measures shall be taken to reduce the probability of
systematic failures or their effects.

Note:

The probability of systematic failures can, for example, be reduced through the selection of suitable
equipment systems, test cycles and limit load tests to such an extent that the systematic failures in the failure
combination referred to in Section 4.4.1(2) no longer need to be taken into account. Mitigating the effects

may require additional measures outside the reactor protection system.

RSK/ESK Secretariat
at the Federal Office for Radiation Protection Page 11 of 61



4.4.3.2 Not clearly safety-oriented partial protective actions
Note:
The partial protective actions considered in this context are those which, in the case of their erroneous

actuation, could prevent other protective actions.

(1) Considering the basic assumptions specified in Section 4.4.1, the actuation of not clearly safety-
oriented partial protective actions shall be ensured such that the partial protective actions that
remain enabled under the assumed combinations of failures will be able to fulfil the required
safety-related tasks.

(3) With regard to erroneous actuations of not clearly safety-oriented partial protective actions
caused by random failures, the requirements of Section 4.4.1 para. (5) shall be applied.
Note:
In designing this part of the reactor protection system, special attention shall also be paid to failures
resulting in an actuation, because any erroneous actuations can inadmissibly reduce the effectiveness of the

safety system.
4.4.4 Erroneous actuations of protective actions

Considering the basic assumptions specified in Section 4.4.1, any erroneous actuations of
protective actions shall be prevented if they can lead to failures that go beyond the effects of the
design basis accidents to be considered. Even with an ongoing maintenance case in the safety
system, a random failure including secondary failures occurring in the reactor protection system
shall not lead to design-basis accidents with sequential damages.

The test requirements defined in the national regulations at equipment level

- KTA 3503 “Type Testing of Electrical Modules for the Instrumentation and Control System
Important to Safety®, 11.2005

- KTA 3506 “System Testing of the Instrumentation and Control Equipment Important to Safety of
Nuclear Power Plants®, 11.1984

do not consider the topic area of CCF.

5.2 Overview of regulatory requirements in the IEC, DIN IEC and DIN EN
standards regarding the life cycle of computer-based instrumentation and control
systems important to safety

In recent years, the IEC-SC45A series of standards has been developed to provide a comprehensive set of
regulations governing the use of instrumentation and control systems for safety-related applications,
particularly in nuclear power plants. The top-level document for the IEC-SC45A series of standards is IEC
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61513 [5.1]. It sets out the general requirements for instrumentation and control systems and equipment used
to perform safety-related functions in nuclear power plants.

IEC 61513 “Nuclear power plants — Instrumentation and control for systems important to safety — General
requirements for systems” is a first-level standard that refers to other standards in the IEC-SC45A series
which cover general topics such as the categorisation of functions and the classification of systems, software
requirements, hardware aspects of computer-based systems, qualification, system separation, measures
against common-cause failure, and control room design (second-level standards). The third-level standards
of the IEC-SC45A series deal with specific equipment, technical methods or specific activities.

The introductory sections of the IEC SC45A series of standards state that the requirements contained therein
are based on the principles and fundamental safety aspects of the IAEA Code for the Safety of Nuclear
Power Plants and the IAEA Safety Series. In particular, the requirements NS-R-1 “Safety of Nuclear Power
Plants: Design” [5.2] and Safety Guide NS-G-1.3 “Instrumentation and control systems important to safety
in Nuclear Power Plants” [5.3] are cited specifically. In the IEC-SC45A series of standards, the terminology
and definitions correspond to those used by the IAEA.

The IEC-SC45A series of standards has been incorporated into German standards as DIN-IEC standards, and
currently also as DIN-EN standards, by the DKE committee UK 967.1, which acts as the national mirror
committee for IEC-SC45A.

DIN IEC 61513 Kernkraftwerke — Leittechnik fiir Systeme

o aeleine mit sicherheitstechnischer Bedeutung
ystemanforderungen

Level 1

und weitere

DIN [EC 60568
DIN [EC 61227

DIN EN 60987

DIN EN 61226 DIN EN 60830 DIN EN 62138 R anforderungen an

Kategorisierung Softwareaspekte fiir ll Softwareaspekte fiir die Hardware- DIN IEC 60780 [PQPRPS DIN EN 60709 - Ph
leittechnischer Funktionen der Funktionen der auslegung Qualifizierung DIN EN 60964
Funktionen Kategorie A Kategorie B und C rechnerbasierter DIN EN 62340

Systems E DIN IEC 60965

E DIN IEC 61500

E DIN IEC 62003
E DIN IEC 6251

Level 2

DIN IEC 60671

Prifungen zur

Funktionsfahigkeit

Level 3

Figure 1: Overview of the DIN-IEC and DIN-EN standards applicable in Germany relating to
instrumentation and control systems for safety-related systems in nuclear power plants

The IEC standards series IEC-SC45A, which has been or is being transposed into German standards via
DIN-IEC and DIN-EN standards, sets out comprehensive requirements for the design and documentation of
the safety lifecycle of computer-based instrumentation and control systems with safety-related functions in
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nuclear power plants. These standards contain basic requirements for the prevention and control of CCF in
computer-based instrumentation and control systems.

5.3 Need for amendments to German regulations

Due to their position in the hierarchy of regulations, the national regulations mentioned do not specify
detailed verification procedures or associated requirements.

When implementing computer-based instrumentation and control systems, it remains necessary — given the
complexity of the equipment used and the system design — to assess whether the diversity or dissimilarity
incorporated into the instrumentation and control architecture is sufficient to prevent and control CCF as the
regulatory framework does not contain any specific assessment criteria or detailed verification requirements
in this regard. Of particular significance to the discussion regarding the design of computer-based
instrumentation and control systems is the fact that it is not possible to demonstrate that systems are
completely error-free and that latent errors cannot, in principle, be ruled out. Since a CCF cannot therefore
be ruled out for computer-based instrumentation and control systems, the requirements contained in the
regulations regarding analyses and verification must be met in order to sufficiently reduce the probability of
a CCF occurring within a subsystem and to limit the occurrence of a CCF to subsystems through a suitable
overall architecture, thereby controlling it.

Measures at equipment level and for quality assurance are designed to minimise CCF by ensuring high
quality and robustness. By contrast, measures to control CCF are primarily appropriate at system level,
meaning that corresponding amendments to the aforementioned system-related regulations RSK Guidelines
and KTA 3501 are required.

The nuclear standards of IEC, DIN-IEC and DIN-EN provide a framework for addressing CCF and specify
preferred countermeasures. These primarily involve defence-in-depth and the application of functional
diversity together with measures to prevent fault propagation. With their proposed measures, they remain at
the system level and do not adequately address the identification of potential common cause (CC) initiators
and vulnerabilities at equipment level.

However, to ensure an optimal and verifiable CCF design at system level, the specific CC initiators and CC
vulnerabilities at equipment level that are to be addressed by the system must also be known as far as
possible. In this regard, the ERL working group considers it necessary to apply procedures that go beyond
the current state of the art in the standards of the nuclear regulatory framework (see Chapter 5.4). As outlined
above, the test requirements defined in the national regulations at equipment level

- KTA 3503 “Type Testing of Electrical Modules for the Instrumentation and Control System
Important to Safety®, 11.2005
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- KTA 3506 “System Testing of the Instrumentation and Control Equipment Important to Safety of
Nuclear Power Plants®, 11.1984

do not consider the topic area of CCF. Although it is common practice to include system characteristics
relevant to the CCF issue in type testing in addition to simply testing the components, this practice has not
yet been incorporated into national regulations. Under the current regulatory framework, additional
requirements are therefore necessary. A corresponding amendment must also be taken into account as part of
the forthcoming revision of KTA 3503. This is discussed further in Chapter 12.

If the approach based on equipment dissimilarity is adopted, this requires an assessment of the appropriate
level of dissimilarity. Consequently, the existing scope of verification must be supplemented by an
examination and assessment of the differences in equipment technology; like type testing, this requires in-
depth system information at the development level from the user’s perspective. The relevant requirements for
this still need to be defined.

5.4 CCF Analysis

Effective measures to prevent or control CCF require a systematic analysis of the potential CCF mechanisms
and common-cause initiators for the respective operating conditions. The aim of the analyses should be to
gain a better understanding of the potential common-cause mechanisms and initiators and, on that basis, to
make targeted and effective use of i.a. functional and/or equipment diversity. CCF analyses can be used as
both a verification and a design method.

Overall, the following findings and recommendations emerge regarding the performance of CCF analyses:
- CCF Analysis: Each redundant system configuration must be analysed as part of a CCF analysis

to assess its behaviour in relation to potential common-cause initiators (CCI), regardless of
whether the system configuration is homogeneously redundant or diversely redundant.

- Analysis guidelines: The nuclear regulatory framework currently contains no requirements
regarding CCF analysis. The ERL working group therefore recommends that, in order to establish
a basis for a standardised approach, guidelines for conducting CCF analyses at the equipment and
system levels be developed in the near future, bringing together the individual methods specified
in various standards: FTA (Fault Tree Analysis), FMEA and CCA. In addition to the nuclear
standards of the IEC regulations, standards [5.4] to [5.9] in particular should be consulted in this
regard.

- CCI catalogue: As a basis for CCF analyses, a catalogue of initiators for software and hardware
CCFs that must be considered as a minimum should be compiled within this framework. The
catalogue should be based on the current state of knowledge regarding potential CCI. Experience
with instrumentation and control systems used in nuclear engineering should also be taken into
account. The catalogue is to be kept up to date by a body appointed for this purpose. To this end,
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information on potential CCI is to be collected and evaluated. Service letters issued by
manufacturers of computer-based instrumentation and control systems important to safety used in
German plants are to be taken into account.

- HALT tests: In the aviation industry, the HALT (Highly Accelerated Lifetime Testing) procedure
has been introduced to determine the resilience of a subsystem when subjected to a multitude of
external influences simultaneously. The tests are usually carried out until the first components
fail. For computer-based systems intended for use in reactor protection applications, the HALT
test should be applied unless no additional insights are expected to be gained from it. To assess
whether HALT tests are necessary, the test results from type testing and the aforementioned CCI
catalogue should be consulted. The component-specific stressors to be considered in the HALT
tests should be derived from the aforementioned CCI catalogue.

- Monitoring of operating experience: For computer-based instrumentation and control systems and

field devices used in Germany for Categories A and B, it is important — in order to ensure the
required high level of reliability — that operating experience and system information are made
available to authorities and authorised experts in a secure information exchange so that the
implementation of any necessary measures is ensured. This information is generally
communicated by the manufacturer to their customers in the form of product notifications. A
suitable procedure must be established for the exchange of information, e.g. in the form of regular
system reports from the operators, or reports triggered when required, containing the product
information provided by the manufacturer and the measures derived from this information in the

plant.
6 Aspects of CCF prevention
6.1 Aspects of the operation of computer-based instrumentation and control systems

important to safety that perform Category A functions

The IEC standards require computer-based instrumentation and control systems important to safety to
operate in a manner that ensures the system is robust against initiating events originating from the process.
According to DIN IEC 61513 (Section 5.3.1.5) [6.1], class 1 instrumentation and control systems and their
auxiliary systems must be designed to be independent of factors influencing the processes of the plant.
Furthermore, DIN IEC 61513 (Section 6.1.1.2.2) stipulates i.a. that specific development techniques must be
applied to class 1 equipment in order to ensure a high degree of reliability with regard to deterministic
behaviour.? In DIN EN 62340 [6.2], Section 8.1 requires that instrumentation and control systems
performing Category A functions must not be dependent on the requirement profile in their operation and
functioning. This overarching requirement is underpinned by individual requirements.

2 “c) In order to provide a high degree of assurance of deterministic behaviour, class 1 systems should be developed

using techniques such as those of appendix B of IEC 60880 (notably B2.d on execution time and B2.e on interrupts).
Techniques using static scheduling of operations (see note 2) are preferable to those using interrupts.”
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Software-based digital automation devices for reactor protection systems designed in accordance with IEC
standards are therefore intended to operate sequentially and cyclically and to demonstrate a high degree of
reliability in terms of deterministic behaviour. These requirements of the IEC standards apply to all
instrumentation and control systems that perform Category A functions, which includes:

- measured data acquisition for the reactor protection system,;
- reactor protection system;
- priority control, including priority unit protection;

- instrumentation and control systems for the necessary auxiliary systems (e.g. emergency power
supply).

It should be noted that, in practice, outside the central instrumentation and control system (reactor protection
system), equipment that does not meet all the requirements of the IEC standards is used in individual cases,
even for Category A functions. The reason for this is that equipment designed in accordance with IEC
standards is not available for all applications, and it is therefore necessary to rely on standard industrial
products. This gives rise to the following requirements:

- For the execution of Category A functions, equipment must always be used that meets the
requirements of the IEC standards governing the operation of computer-based instrumentation
and control systems performing Category A functions (in particular IEC 61513, 60880 and
62340). In particular, all computer-based devices in Category A instrumentation and control
systems (central units, peripherals) must be based on strictly sequential and cyclical software
processing and demonstrate a high degree of reliability in terms of deterministic behaviour
(predictability). Interventions in the timing of processing and in the processing sequence, such as
those caused by interrupts or other hardware units, and interventions in data by other hardware
units must be justified and controlled by additional safety measures.

- Where in individual cases no equipment technology is available for Category A functions that
complies with the requirements of the IEC standards regarding the operation of computer-based
instrumentation and control systems, any deviations in the mode of operation must be
documented and it must be demonstrated that this mode of operation and the associated CCF
cannot result in any impermissible safety-related consequences within the plant.
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6.2 Aspects of fundamental quality requirements at the process
engineering/instrumentation and control interface

DIN EN 62340 [6.2] attaches great importance to the use of functional diversity as a means of ensuring
independence and managing CCF. The rationale is that, by assigning different tasks, functional diversity
helps to mitigate the effects of the following two types of error:

a) error in the task formulation;
b) error in the implementation of the task (relates to the application software).

The implementation of functional diversity is only possible to a limited extent in existing German plants.

As high quality in the formulation and implementation of the task specification is a key factor in minimising
the likelihood of a CCF, quality assurance measures aimed at preventing the aforementioned types of errors
take on added importance. To this end, the task specification should be formulated such that it is both
unambiguous and equally understandable to both instrumentation and control engineers and process
engineers. In addition, further efforts are required to detect errors, such as extended testing procedures,
closed-loop simulations and simulations incorporating process engineering. The following general
requirements can be derived from this:

- The completeness and correct implementation of the process-based task formulation must be
ensured through high-quality preparation of the specification and its processing at the interface
between instrumentation and control engineering and process engineering as well as through
appropriate test procedures and simulations.

The process-based task formulation must therefore:
take all safety-related features into account (completeness);

be unambiguous and specified in a formalised manner;
be simple, so that a full inspection is possible;

O O O O

also include test cases and the expected test results, which can be used to verify the
correctness of the implementation.

Suitable test procedures and simulations to ensure the completeness and correct implementation
of the task include, in particular:

o closed-loop simulations (‘knowing tests’) that take into account feedback from the process
(e.g. staggered excitation of components);
o system testing in the test environment (integration test).

It should furthermore be noted that all system states must be adequately taken into account in the
specification. This means that special states which may occur in the systems (e.g. disconnections) must also
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be considered in sufficient detail. The process-related task must therefore contain explicit statements with
regard to

o in which operating states the relevant function must be available,

O what states at the interfaces need to be taken into account as a result of inspection and repair
work.

With regard to error type b), having different development teams implement the task independently using
different development environments can reduce the likelihood of identical implementation-related errors.
This is the case, for example, when different hardware is used alongside application software developed by
different manufacturers.

7 Diversity as a contribution to CCF prevention / control
7.1 Diversification of internal states of computers

Errors arising from specific internal states of computers can be controlled by limiting them to a small number
of computers, provided that sufficiently different internal states of the computers are enforced. The DIN IEC
standard requires that independent instrumentation and control systems be operated with different signal
paths (DIN IEC 61513 [7.1] — Clause 5.3.1.5). The rationale behind this requirement is to avoid identical
internal states of the computers. According to DIN IEC 61513, this can be ensured through diversity (e.g.
equipment diversity or functional diversity).

DIN IEC 62340 (clause 5.5) [7.2] states that the allocation of diverse functions to independent
instrumentation and control systems can be used as a means of ensuring different signal paths when
operating the instrumentation and control systems. Section 7.3.1 requires that functional diversity must be
applied to diversify the ‘input signal’ component of the signal paths.

Essentially, the safety functions determine the internal states of the respective computers. They represent the
loads on the hardware and the operating system. Viewed macroscopically across the entire system, there are
no changes in load; however, viewed microscopically in relation to the individual CPUs, there certainly are.
The chain “different safety functions — different loads at the microscopic level — different internal states of
the computers” forms the basis for classifying functional diversity as a possible means of mitigating a CCF
by diversifying the internal states of the computers.® As already noted, the implementation of functional
diversity in existing German plants is only possible to a limited extent. Therefore, other measures are

3 Comment by Dr. Graf:

Diversifying the internal states serves to rule out a potential CCF for non-cyclical load cases. For services used purely
cyclically (HW + SW), a CCF can be ruled out once a cycle has elapsed, as there is no initiator. However, there are also
non-cyclic load cases in the application. As the measuring signals from the process do not change cyclically, the
memory area in which the derived calculation results are stored e.g. is occupied by constantly varying values. It is
precisely for these non-cyclically used services that the diversification required by the IEC comes into play.
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required to diversify the internal states of the computers. The following minimum requirements are derived
from this:

- Where there is a lack of functional diversity, the diversification of the internal states of the
computers must be achieved through instrumentation and control technology or equipment
diversity. Suitable measures for diversifying internal states in the case of homogeneous
equipment technology may include, in particular:

different configurations of the input/output channels,

different processing sequences for the instrumentation and control functions,
different standardisation of the measuring signals used,

asymmetric implementation of additional monitoring functions,

different implementations of the functions.

o O O O O

It must be demonstrated that the measures implemented are sufficiently effective in terms of diversifying
internal states.

If different equipment technology with different operating systems is used, the internal states of the various
computers will differ due to their design.
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1. Comments by the advocates of Architecture 1: Description of the architecture: see Chapter 8

In contrast to the significant benefits of functional diversity for error types a) and b) in Section 6.2 within the
application software, the effect of enforcing different states for the system hardware and software is not
considered effective.

Diversification of the internal states of the system hardware and software (i.e. not in the application software,
which constitutes the technical implementation of the functional specifications) is not feasible due to the
properties required by DIN EN 60880. Thus, the required strictly cyclical operation of the system software —
which is to be independent of the influencing factors of the plant process and separate from the application
software — and the invariance of processing and communication load conflict with the intended influence on
the internal states of the system hardware and software by the measuring signals of the plant process. This
applies both to functional diversity and to the use of diverse measuring instruments. It should be noted here
that, when using diverse measuring instruments for the same physical measurand, only sensor technologies
based on different physical measuring principles are employed. Analogue transducers generally output a
signal of 0/4-20 milliamps, which is then converted in most cases into a 0-10 V signal. However, the
different measuring principles and the signal conversion do not result in the signal trajectories differing. The
substitute measures listed in the bullet list generally result in even less diversification of the input signals.
This means that it is not possible to demonstrate the effectiveness of the proposed diversification measures
with regard to preventing CCF.

Section 5.5 of DIN EN 62340 already identifies both functional diversity and equipment diversity (referred
to here as ‘dissimilarity’) as measures for ensuring different signal trajectories (which, by definition, also
encompass the internal states of the computer system). Similarly, in 7.3, the effect of functional diversity is
restricted to the ‘input signal’ component of the signal path, and it is pointed out that the other parts of the
path, such as the internal states, must also be considered. An effect for enforcing different internal states can
only result from the use of proven dissimilar processing levels.

1. Comments by the advocates of Architecture 2 Description of the architecture: see Chapter 8

The system properties required by DIN IEC 62340 ensure that the vast majority of a computer’s internal
states either do not change or change cyclically and therefore cannot initiate a CCF. However, a few internal
states remain that are influenced by the calculated functions, as e.g. the results of a function’s calculation are
also stored in memory areas and are thus a subset of the internal states. To mitigate a CCF that could be
initiated via these few influenceable internal states, DIN IEC 62340 requires that diverse functions be
implemented in independent instrumentation and control systems. The rationale behind avoiding CCF in this
context is that a latent, possibly undetected systematic error would need to be triggered simultaneously in
different trains in order to result in a CCF. Accordingly, the aim is to ensure that identical numbers,
combinations of numbers and sequences will not occur simultaneously in the independent subsystems. For
this measure to be effective, it is entirely irrelevant whether physically diverse functions are actually
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implemented or whether the same functions are implemented in different ways. Both approaches result in the
few internal states of the computers that can be influenced by these functions being different.

7.2 A comparison of architectures implemented in the USA, France, Japan and
Finland with regard to the use of diverse systems

This chapter outlines the solutions for digital instrumentation and control systems important to safety in
nuclear power plants that have been accepted by regulatory authorities in various countries and have been
implemented or are currently being implemented on this basis. The presentation focuses on the architecture
principles and their integration into the safety concept as well as on the use of a diverse design for
instrumentation and control systems assigned to identical or different levels of defence. The term
“instrumentation and control systems important to safety” is used here to encompass reactor protection as
well as other instrumentation and control installations for controlling accidents involving the superposition of
CCF.

USA

The retrofit of the reactor protection system at the Oconee nuclear power plant, Units 1 to 3, for which a
licence was granted by the US NRC in January 2010, is cited as an example of a design approach accepted in
the USA for digital instrumentation and control systems important to safety. The following description is
based on this licence [7.3].

The new reactor protection system at the Oconee nuclear power plant consists of a combination of a primary,
redundant digital reactor protection system and diverse redundant backup systems of different technical
designs.

The primary digital instrumentation and control system important to safety is divided into the Reactor
Protection System (RPS), which initiates reactor scram (RESA), and the Engineered Safeguards Protection
System (ESPS), which activates the safety systems. The RPS has a four-channel configuration (2-out-of-4
selection), whilst the ESPS comprises two subsystems, each with three channels (2-out-of-3 selection). One
ESPS subsystem is implemented on the hardware components of three channels of the RPS, whilst the other
ESPS subsystem is implemented on its own components. The ESPS subsystems are implemented on
identical hardware with identical software, i.e. without diversity features.

The diverse backup functions for managing design-basis accidents with a simultaneous software-based CCF
are distributed across several systems. On the one hand, an existing two-channel ATWS system (PLC
technology) is used to cover transients; on the other hand, a hard-wired, three-channel system (with 2-out-of-
3 selection) has been retrofitted to manage small- and large-scale loss-of-coolant accidents. The backup
systems are constantly active and have their own actuation criteria. They meet quality requirements based on
the requirements for standard industrial systems. Manual actions are only taken into account (with one
exception assessed by the NRC) if they are not required within the first 30 minutes after the occurrence of
the accident.
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The overall design of the instrumentation and control systems important to safety thus comprises a redundant
reactor protection system combined with diverse backup systems, the functional scope of which, when
implemented in a redundant configuration, provides comprehensive coverage of the spectrum of events
under consideration.

France

This section outlines French practice with regard to the design of the instrumentation and control system
important to safety at the Chooz B nuclear power plant, which was commissioned in 1996 and belongs to the
N4 reactor series.

According to the descriptions in NUREG/CR-7007 [7.4], the instrumentation and control system important
to safety of the N4 consists of a primary reactor protection system and a diverse backup system; both
systems are software-based digital instrumentation and control systems.

The primary reactor protection system is fundamentally designed as a four-channel system with 2-out-of-4
selection circuits and in some sections as a dual four-channel system. Elements of functional diversity and
different signal paths are achieved within the primary reactor protection system through the use of diverse
process variables, supported by the implementation of computational circuits for different functions on
separate processors.

The secondary backup system (ATWS system) controls a limited range of initiating events. In accordance
with NUREG/CR-7007, it is actuated exclusively by the ‘steam generator level low’ criterion, which covers
the most frequent transients identified by probabilistic analyses. The backup system is implemented on
hardware that differs from the primary reactor protection system and uses a different programming language
at the application level. The system is subject to - graded - quality requirements.

In essence, this results in an integrated system featuring a high degree of redundancy in the primary reactor
protection system and a reduced scope of functions for the instrumentation and control system of the diverse
backup system.

Japan

This description is also based on the information provided in NUREG/CR-7007 [7.4], in this case for the
Kashiwazaki-Kariwa 6 and 7 reference plants, the first Advanced Boiling Water Reactors (ABWRs)
commissioned in 1996 and 1997, respectively.

The instrumentation and control systems important to safety of these nuclear power plants consist of a
primary digital reactor protection system and a hard-wired backup system (ATWS system).

The primary reactor protection system is designed with four-fold redundancy using 2-out-of-4 selection
circuits based on digital technology. Functional diversity is employed in the reactor protection system
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wherever possible. In doing so, diverse technical implementations are utilised for several safety functions
(e.g. two different high-pressure injection systems). The introduction of digital technology in the reactor
protection system was preceded by a long-standing process of introducing digital instrumentation and control
systems in Japanese nuclear power plants, initially at the operational level and subsequently in the control of
safety systems. Based on this long-standing experience and the use of proven software development tools,
the potential for CCF in Japan is considered to be low.

The diverse backup system (ATWS system), which is hard-wired, has a limited range of functions. It can
trigger reactor scram via a diverse mechanism and shut down the forced-circulation pumps. In addition,
provision is made for the manual actuation of safety functions. For this purpose, a separate, hard-wired
instrumentation and control system is installed, enabling staff to actuate a number of selected safety
functions from the control room via hardware switches and logic circuits. The actuation paths are
independent of and diverse to the digital protection system.

The design of the instrumentation and control systems important to safety at the Kashiwazaki-Kariwa Units 6
and 7 in Japan thus combines redundancy in the reactor protection system, utilising functional diversity, with
a diverse backup system with a limited scope of functions.

Finland

The EPR in Finland also employs, in accordance with NUREG/CR-7007 [7.4], a combination of a redundant
primary digital reactor protection system and a backup system of a different technical design for the
instrumentation and control systems important to safety.

The primary reactor protection system, which utilises digital technology, consists of two subsystems, each of
which is configured with four-fold redundancy. In accordance with NUREG/CR-7007, functional diversity is
applied to the subsystems by using different parameters and functional relationships for the initiating events.
It is intended that this will result in differently programmed application software whilst using identical
hardware and an identical operating system.

The backup system consists, for one, of a digital instrumentation system with hardware and software that is
different from the reactor protection system, designed to control the more frequent initiating events. In
addition, there is a hardware backup system with programmable logic devices (PLD technology) which
serves to provide a redundant actuation for reactor scram as well as the option to manually actuate protective
actions. The digital backup system is configured with dual redundancy, whilst the hardware backup system is
four-channel (2-out-of-4 selection).

This results in an overall system featuring diversity characteristics at the level of the reactor protection
system, combined with a diverse (in this case, even twofold diverse) backup system with a limited scope of
functions.
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8 Presentation of two architectures for controlling CCF within the
framework of the defence-in-depth concept

The ERL working group has conducted an in-depth discussion of two architecture approaches for the use of
computer-based technology in reactor protection systems. The first approach is based on the use of dissimilar
equipment, whilst the second approach is based on the use of two independent reactor protection subsystems
with diverse characteristics, as well as “additional instrumentation and control systems” (zusdtzliche
leittechnische Einrichtungen - ZLE). Furthermore, other architectures are conceivable, but these were not
discussed by the ERL working group.

In the opinion of the ERL working group, the following applies to both approaches with regard to the need
for diversity to control CCF:

- For a (largely) homogeneous, redundantly configured and computer-based system, the occurrence
of a CCF cannot be considered so unlikely that it need not be assumed when the system is used
for reactor protection on level of defence 3. Therefore, at least two independent (sub)systems
must be used to control CCF.*

- Diversity is a necessary (but not sufficient) means of ensuring an independent failure behaviour
of subsystems within the instrumentation and control system important to safety. To control the
CCF potential of computer-based systems, the use of diverse subsystems is required within the
overall architecture.

- Diversity should be applied in a targeted manner, taking into account potential CCF mechanisms
(i.e. diversity decisions appropriate to the intended objective must be made). To this end, relevant
CCF analyses must be carried out (see DIN IEC 61513 and associated standards).

- It cannot be entirely ruled out that CCF analyses may fail to identify previously unknown error
types or initiators that could lead to a CCF.

Regarding a suitable overall instrumentation and control system architecture, there are differing views within
the ERL working group. These stem from differing assessments of the robustness of the results of CCF
analyses — that is, the probability that CCF mechanisms not taken into account in the analyses will come into
play — as well as the robustness of evidence regarding the effectiveness of implemented functions in ensuring
a controlled malfunctional behaviour (for this key aspect, see Chapter 9). This gives rise to two different
approaches to the overall architecture.

Architecture 1 does not focus solely on the quality of the equipment as demonstrated during type testing as
it is considered impossible to achieve the same level of in-depth understanding of all the equipment’s
characteristics in modern equipment technology, as was possible with previous technology. For this reason,
supplementary architecture-related approaches involving the use of dissimilar equipment technologies within

4 Requirements for independent instrumentation and control systems are set out i.a. in sections 7.1 and 7.2 of the IEC
62340 standard.
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a coordinated overall architecture are deemed necessary. The assessment of adequate dissimilarity — i.e. an
examination and assessment of the differences in equipment technology — must be added to the existing
scope of demonstrations, with information from the type tests being used in the assessment of dissimilarity.
As with type testing, information on equipment development is required for this assessment in order to
determine the differences in functional and implementation principles as well as the absence of
commonalities, e.g. in algorithms, hardware and software components, and tools.

Architecture 1 requires the use of at least two independent and dissimilar reactor protection subsystems.
Depending on the potential consequences of active functional failure, certain functions may require three
independent and dissimilar reactor protection subsystems, as well as a selection circuit (voter), or
implementation using hard-wired technology based on discrete components (see Chapter 9). A CCF caused
by the equipment technology that affects more than one reactor protection subsystem is considered so
unlikely as a result of the dissimilar design that it is practically excluded. In the event of a CCF in one of the
reactor protection subsystems, the dissimilar subsystem (or subsystems) is therefore always available for
event control. No additional measures are required on level of defence 4 as CCF control must already be
achieved through the measures provided on level of defence 3.

2. Comments by the advocates of Architecture 2:

To manage active functional failures, Architecture 1 requires three dissimilar reactor protection subsystems
linked via a selection circuit (voting). It is precisely in this interconnection of the three different device
systems at the system level that a significant risk of new and even more complex failure modes with the
potential for CCF failure is identified. On the one hand, the selection circuit creates dependencies between
the dissimilar reactor protection subsystems by triggering protection challenges only when they are present
in at least two of the three reactor protection subsystems, and on the other hand because as a result, they
simultaneously alter the timing behaviour of the protection challenges.

There is no operating experience worldwide in the field of nuclear technology with such system architectures
in reactor protection applications, so the advantage of this new system architecture over the globally proven
backup solutions is not apparent.

Architecture 1 is justified as follows:

- Complexity of modern equipment technology; The introduction of computer-based control
systems has led to a significant concentration of instrumentation and control functions into just a
few modules. Furthermore, the hardware of computer-based instrumentation and control systems
offers greater functionality and flexibility compared to hardwired systems. Furthermore, due to
the transition to serial processing and the incorporation of new development and manufacturing
technologies - including highly integrated commercial-off-the-shelf (COTS) components and
software elements - into modern equipment technology, the development effort required is
significantly greater than with previous technology. This leads overall to a significant increase in
complexity within the equipment technology and thus to behaviour that is more difficult to
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predict in the event of failures or malfunctions which cannot be adequately addressed by the
previous type testing procedure alone.

These arguments are not invalidated even when simple functional principles are used. Even
though in equipment technology functional principles are implemented in the system software in
line with the requirements of the IEC standards (see Chapter 6.1), thereby achieving greater
robustness, the issues outlined - such as complexity and limitations on testability - still persist.
With regard to potential CCF, the assessment of equipment technology cannot be reduced to these
“simple functional principles” and the technology consequently classified as “simple” in the same
way as the hard-wired technology used.

- Short innovation cycles; Given the rapid pace of innovation and the high complexity of computer-

based technology, a demonstration of proven operating experience is now only of limited use.

- Testability; The COTS components used in computer-based equipment technology often cannot
be assessed in detail (due to the lack of relevant development documentation, etc.). This applies
to the equipment manufacturer, the operator and the authorised experts alike. The associated
difficulties are illustrated using the example of the authorised expert but also apply to the other
parties involved in the process. Furthermore, the almost unmanageable variety of processor types,
computer architectures, operating systems, programming languages, engineering tools, specific
controller modules, communication protocols, etc., means that inspectors can only go into
relatively shallow detail. Experience shows that these checks ultimately serve to ensure that
documents remain compliant with regulations, to verify that the basic functional requirements are
met, and to confirm that authorised bodies have carried out the necessary environmental
assessments. Software checks, such as code inspections or even very extensive tests on the
machine itself to rule out systematic errors, cannot be replicated in a finished product in the long
term. The practice of review and testing throughout the development process, which was often
advocated in the past, is no longer feasible under today’s market conditions. This situation is
exacerbated in the case of type-change tests, which, due to the rapid innovation cycles of COTS
components and the practical impossibility of verifying the absence of retroactive effects from
minor changes, exhibit an even greater imbalance between the required testing effort and the
available testing time.

- Modifications; The addition of potential new errors as part of future changes is becoming

increasingly important due to the complexity involved, particularly when the system’s original
developers are no longer available.

- CCF analyses; The conclusiveness of CCF analyses is insufficient to rule out CCF on level of
defence 3 on this basis. This is because such a profound understanding of the system cannot be
achieved for computer-based instrumentation and control systems® and because systems can only
be designed to counter known CCF mechanisms. An evaluation of operating experience across

5 This applies to both the manufacturer and the authorised expert (the four-eyes principle).
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various technical fields shows that new mechanisms continue to emerge which have not
previously been observed in global experience.

- Controlled malfunctional behaviour; The effects of a CCF cannot be narrowed down through

analysis of the system’s properties to such an extent that a malfunction deviating from an
implemented, controlled malfunctional behaviour on level of defence 3 no longer needs to be
assumed. Reasons for this include, for example, malicious software (malware), hardware faults,
or manufacturing defects.

Architecture 2 focuses on a deep understanding of the system, complemented by the use of diversity within
the framework of a tiered overall architecture.

Architecture 2 requires the use of two independent reactor protection subsystems with diversity features as
well as additional instrumentation and control systems. The diversity features of the reactor protection
subsystems are derived within the framework of the CCF analysis, i.e. (at least) the level of diversity
required to control the CCI under consideration is implemented. Each reactor protection subsystem has a full
range of functions. A CCF affecting one reactor protection subsystem is assigned to level of defence 3 and is
controlled by the second reactor protection subsystem. Based on the CCF analysis, a CCF affecting both
reactor protection subsystems is considered so unlikely that it can be assigned to level of defence 4.°

2. Comments by the advocates of Architecture 1:

The proposal for Architecture 2 stipulates that the CCF of both reactor protection subsystems must be
assigned to level of defence 4. This would only be permissible if it were practically impossible for the CCF
to affect both subsystems. Such practical impossibility would be established if the probability of this event
occurring were less than 1077/a, as is the case for the hard-wired reactor protection system currently in use.
As there is currently no probabilistic method for assessing the reliability of computer-based instrumentation
and control systems, such an exclusion cannot be demonstrated. Nor can such values for the CCF be derived
from operating experience. Ultimately, this means that the equipment for the additional instrumentation and
control functions must be assigned to level of defence 3.

3. Comments by the advocates of Architecture 2:

The statement that there is currently no probabilistic analytical method for assessing the reliability of
computer-based instrumentation and control systems applies to both architectures. This also concerns the
voter problem (see comment 2).

However, it is certainly possible to derive estimates of reliability or failure rates from operating experience.
This approach is also used internationally to conclude that the probability of a CCF is less than 10™*.
Naturally, when evaluating operating experience, any changes to components or systems must be assessed
to determine whether these changes could be relevant in terms of CCF potential, which in turn requires an

% The quality of the CCF analysis and the CCF guidelines as well as the completeness of the CCI catalogue (see

Chapter 5.4) are therefore of great importance.
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understanding of the system with regard to possible CCF mechanisms. However, this is nothing out of the
ordinary as such an understanding of the system with regard to possible CCF mechanisms is also required,
for example, for a dissimilarity check.

In the event that a CCF affects both reactor protection subsystems, additional instrumentation and control
systems are available to prevent breaches of fundamental safety functions in the event of an assumed CCF in
the reactor protection system. The additional instrumentation and control systems should preferably be
implemented using a different technology to that of the reactor protection subsystems (e.g. hardware-based)
so that they are not affected by software changes. They are technically characterised as follows:

- The additional instrumentation and control systems are subject to verifiable quality requirements,
which are yet to be defined.

- The additional instrumentation and control systems are to be designed to come into effect in the
event of a CCF affecting the entire reactor protection system and must not impair accident
control, provided the reactor protection system is functioning correctly (non-interaction). Non-
interaction can be ensured

o either by specifying that the additional instrumentation and control systems will only be
activated redundancy-wise upon a CCF in the reactor protection system following the
shutdown of the associated redundant trains of the reactor protection system triggered by the
combined action of all monitoring devices (internal and external monitoring). This requires
monitoring equipment on the reactor protection system computers that can detect a CCF in
the reactor protection system with a high degree of certainty and reliably activate the
additional instrumentation and control systems;

o or by specifying for additional instrumentation and control systems that are constantly active
(activating components when downstream limit values are reached) that their active
functional failure can be ruled out or will not have any unacceptable consequences.
Activation via a CCF monitoring system is not required.

- They are designed to be “simple” in structure, thereby ensuring a high degree of reliability and a
low error rate. Compared to the reactor protection system, this results in a reduced scope of
functions:

o no analysis boundary conditions for level of defence 3 (in particular, no application of the
single-failure concept);
o control of parts of the event spectrum by ensuring vital functions (see Chapter 9.3).

3. Comments by the advocates of Architecture 1:

The fundamental problem with additional instrumentation and control systems, particularly when they
meet lower quality and design requirements, is that, on the one hand, the function is supposed to be
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activated when required (CCF in reactor protection), but, on the other hand, there should be no unintended
side effects.

Two options are mentioned for additional instrumentation and control systems. In the first option, in
addition to the reactor protection subsystems, external monitoring is also required for each subsystem. By
deactivating the additional instrumentation and control systems during normal operation, feedback effects
are reliably prevented; however, there remains the problem of reliably detecting an active or passive
erroneous activation in reactor protection solely by monitoring reactor protection (not the process!).
Currently, there are no specific details regarding the scope of the external monitoring test function (see
footnote 10 in Chapter 9.2).

In the other variant, the additional instrumentation and control systems are always in operation. It is
unclear how “an active functional failure” is to be technically “excluded”, particularly with equipment that
is subject to quality requirements that are less stringent than those for the reactor protection system. A
necessary but not sufficient requirement for this would be that the additional instrumentation and control
systems must at least meet the single-failure criterion and that the quality requirements corresponding to
those for the reactor protection system must be met. Further comments: see remarks on Chapter 9.2
Architecture 2.

Architecture 2 is justified as follows:

- Complexity of modern equipment technology; Deliberate avoidance of those features of modern

device technology that contribute to its complexity (including the avoidance of concurrent
processes and process-induced interrupts). Use of an equipment system with simple and verifiable
operating principles which exhibits all the characteristics of continuously and deterministically
operating systems in its operational and failure behaviour, performing the same functions in the
same manner during both normal operation and in the event of a malfunction. This is
accompanied by a correspondingly simple hardware design that preserves the essential
characteristics of proven reactor protection systems.

Maintaining a straightforward task specification for instrumentation and control systems important to
safety in nuclear power plants and supporting the design process with problem-oriented design tools
offering extensive verification and testing capabilities. These design tools allow for a much more
thorough verification of the task specification than would be possible with hard-wired equipment.

- Short innovation cycles; Deliberate renunciation of continuous manufacturing processes — with

their resulting short innovation cycles — and a shift to batch production with the associated
inventory management so that innovations can be planned and implemented in a targeted manner.

- Testability; The testability of a piece of equipment is defined by the achievable level of
thoroughness of testing, which in turn is largely determined by its internal operating principles.
By making targeted use of equipment with simple operating principles, it is therefore possible to
achieve an extremely high level of thoroughness of testing with regard to safety functions, which
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even exceeds the achievable level of thoroughness of testing for hard-wired equipment. For
example, during a test, it is not only possible to monitor the input and output signals; all internal
registers and signals of a function can also be monitored externally during the test, meaning that
faults which do not initially affect the output signals can also be detected. A key advantage over
hard-wired equipment is that “installed on site” is practically the same as “designed and set up in
the test environment”, thereby minimising wiring faults that can sometimes be difficult to locate
during on-site installation. This applies in particular to wiring modifications that need to be
carried out on site.

- Modifications; In principle, all the project engineering and testing tools used in the design of the
systems are also available for making modifications. Consequently, modifications can be carried
out to the same high standard as the design of the systems themselves. The use of an approach
based on standardised equipment technology offers significant advantages in terms of the man-
machine interface. This applies, for example, to the consistency of documentation, staff training,
or the standardisation of signals in the control room.

- CCF analyses; By restricting the system to simple operating principles, the potential impact of
latent faults is also significantly reduced. When carried out appropriately, the informative value
of a corresponding CCF analysis is sufficient to rule out, on this basis, a CCF on level of defence
3 that would lead to the malfunction of both reactor protection subsystems. The in-depth
understanding of the system required for this can be achieved even for computer-based
instrumentation and control systems when limited to correspondingly simple operating principles.
A CCF of the reactor protection system leading to the malfunction of both reactor protection
subsystems is to be assigned to level of defence 4 and is controlled via a suitable overall
architecture using the additional instrumentation and control systems.

- Controlled malfunctional behaviour; By limiting the system to simple operating principles, the
effects of a CCF can be contained to such an extent that a malfunction deviating from an
implemented, controlled malfunctional behaviour need not be assumed. These simple operating
principles make it possible to analyse the malfunctional mechanisms sufficiently. Based on the
known malfunctional mechanisms, effective monitoring mechanisms can be implemented to
detect such malfunctions and then bring the affected equipment to a defined state. Furthermore,
targeted measures can be implemented to diversify potential triggering system states, thereby
limiting the scope of a potential dependent failure to a group of otherwise identical devices.

9 The impact of CCF postulates at the instrumentation and control/process
engineering interface

If, in the event of a CCF in the reactor protection system, reactor protection signals are not generated
(passive failure) or are generated incorrectly (active failure), this has consequences for the operational
processes of the plant.
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An active functional failure resulting from a CCF in subsystems of the reactor protection system may lead to

- the generation of faulty reactor protection signals or
- the fact that excitations requiring coordination are executed in such a way that there is no longer
any coordination, resulting in damage to safety equipment (e.g. a pump is started but the

associated lubricating oil pump is not).

Active functional failure can occur both during normal operation and in the course of controlling events
initiated elsewhere.

Passive functional failure resulting from a CCF in subsystems of the reactor protection system only comes

into play in the event of events initiated elsewhere, in that these subsystems fail to perform the necessary
reactor protection functions. Passive functional failure therefore does not initiate transients or accidents. The
control of passive functional failure requires that the remaining instrumentation and control functions are
sufficient for event control.

9.1 Consequences of falsely generated reactor protection signals

Falsely generated reactor protection signals (active functional failure) can initiate plant transients and, in
some cases, accidents.

This also applies to short-term false signals. With a few exceptions, such as control operators, triggered
actuators will move away from their original position (OPEN or CLOSED) and will only stop once they
reach the end position (CLOSED or OPEN). Similarly, most circuit breakers for pumps, ventilators and
generator circuit breakers for emergency diesel generators will remain switched on. In most cases, manual
intervention or the activation of the unit protection system is only possible once the relevant reactor
protection signal has ceased.

If only some of the available process redundancies are affected by the false signals, the others remain
available to control the initiated event. To what extent event control is influenced, exacerbated, or hindered
depends

- on the plant type (PWR or BWR),

- on the instrumentation and control and the process engineering design of the plant,

- on the combination of false signals,

- on the duration for which the false signals persist,

- on the kind and scope of the equipment affected by the false signals, and

- on the technical options and time constraints for manual actions that are independent of the

reactor protection system.
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This also applies if it is assumed that, in subsystems of the reactor protection system, a CCF with active
functional failure occurs in addition to an event sequence initiated by other causes.

With regard to uncoordinated control signals, it should be noted that the reactor protection system in a
typical Siemens PWR has approximately 40 trip signals, which control roughly 600 to 800 component
functions (ON/OFF or OPEN/CLOSED). For a number of functions, multiple components must be
controlled in a coordinated manner (typically in relation to the individual process trains). To date, this
coordination of control signals for safety systems primarily takes place in the reactor protection system
(control level), allowing the in-service inspection for the corresponding instrumentation and control
measures to be integrated into the in-service inspection of the RPS. Assuming that, in the event of a
hypothetical active functional failure, the components associated with a trip signal are actuated differently,
damage to safety-related components cannot be ruled out.

When considering these cases, it is also relevant whether or not they must be controlled under analysis
boundary conditions applying to level of defence 3. Demonstrating event control under the boundary
conditions of level of defence 3 means, amongst other things, that the loss-of-offsite-power scenario must be
assumed (if unfavourable) and the single-failure concept must be applied.

9.2 Control of active and passive functional failures in the context of different
architectures

Architecture 1 assumes that, for modern computer-based equipment technologies, CCF analyses are not
sufficiently conclusive to rule out CCF on level of defence 3 on this basis. Since, according to Approach 1,
in the event of a CCF, a malfunction deviating from an implemented, controlled malfunctional behaviour on
level of defence 3 must be assumed, the occurrence of active and passive functional failures must be
assumed in homogeneous computer-based subsystems and controlled by means of a suitable overall
architecture utilising dissimilar subsystems. This means:

- Process engineering analysis: A process engineering analysis must be carried out to determine the
consequences of active and passive functional failures.

- Consideration of malfunction: If a passive or active malfunction leads to unacceptable

consequences, even when taking into account possible manual actions independent of the reactor
protection system and the 30-minute criterion, it must be possible to perform the function using
dissimilar subsystems. Otherwise, implementation using homogeneous equipment, such as the
hard-wired design of the reactor protection system currently in place at the plants, is considered
appropriate, taking into account the required measures for fault avoidance.

If both active and passive malfunctions were to be taken into account for individual functions,
this would require three dissimilar subsystems when using modern computer-based technology.
The triggering/activation of the components would then have to be carried out via a voter (2-out-
of-3), with sufficient safety against CCF having to be achieved for the voter. Instead, in view of
the requirement for simplicity in reactor protection, it is preferable to implement the function
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using homogeneous hard-wired technology based on discrete components which can be tested in
the same way as in the previous procedure.

4. Comment by advocates of Architecture 2: sce 2nd comment.

- Assignment of dissimilar equipment to the redundant subsystems: Instead of processing functions
in parallel across dissimilar subsystems followed by voting, a design involving the assignment of

dissimilar equipment on a train-by-train basis (e.g. 2x2) can also be used for functions that
activate components train-by-train (e.g. 4 pumps). This ensures that the effects of a CCF in one
subsystem are reliably limited to only one part of the process trains. In view of the necessary
coordination of the actuation of multiple components in different trains, this is an advantageous
and simple implementation solution. However, the following aspects must be considered:

o Combination of CCF in the reactor protection system with the single-failure concept:
According to the current version of KTA 3501, the combination of CCF and malfunction due
to single failures or maintenance cases must be controlled in addition to the accident scenario.
However, the current plant design is based on the exclusion of CCF from reactor protection,
meaning that this combination did not have to be considered. If such an interaction were to be
considered, this would lead to highly complex implementations involving three or four
dissimilar subsystems. In this regard, it should be noted that a fault leading to systematic
malfunction, provided the instrumentation and control technology is designed to meet the

requirements, represents a very rare special case of a single failure and therefore should not
be assumed to be a simultaneous single failure. The reasoning behind this is that, given a
design intended to prevent malfunction due to single failures and the high-quality measures in
place to control and prevent systematic malfunction, the simultaneous occurrence of both
malfunctional mechanisms is to be regarded as sufficiently unlikely, provided that
appropriate administrative measures are taken to reduce the time taken to detect and rectify
faults. This should be viewed in particular in the context of the highly developed self-
monitoring measures, which ensure that errors detectable by self-monitoring persist in digital
instrumentation and control systems for only a short period of time.

o Data exchange between redundant trains: In most plants, the existing reactor protection

system concept stipulates that, for individual trip signals, not only train-specific detection,
processing and actuation are required but also data exchange between redundant trains (e.g.
for shut-off trip signals such as DAF 2 > max). As these links between redundant trains limit
their required independence, the necessity of these links between redundant trains must be
assessed on a plant-specific basis when assigning them on a train-by-train basis. Where cross-
redundancy signal exchange is necessary, analyses of the coupling of dissimilar subsystems
are required, e.g. regarding signal propagation times, possibilities of fault propagation, etc.
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The requirements arising from this approach are set out in the VATUV statement on the necessary
precautionary measures against systematic malfunction of digital instrumentation and control systems [9.1]
and in the BMU’s ‘Safety Criteria for Nuclear Power Plants, Module 5°, Chapter 3.2 (11).

Architecture 2 assumes that the effects of a CCF can be mitigated to such an extent that a malfunction
deviating from an implemented, controlled malfunctional behaviour need not be assumed. The controlled
malfunctional behaviour presupposes the effectiveness of internal and, where applicable, additional external
monitoring by equipment that is physically separate from the software-controlled computers of the reactor
protection system. The monitoring processes take a finite amount of time to ensure that a defined state is
established at the outputs. With TELEPERM XS, this is achieved by switching off the load power supply to
the signal outputs. In the case of computer-related (internal) monitoring functions that operate within a
processing cycle, it can generally be assumed that incorrect triggering (active functional failure) will not
occur. In the case of an external monitoring function’, which may monitor several computers on a module
carrier, the disconnection of the load power supply may only be ensured after more than one processing
cycle. Short-term (<< 1 s) fault signals in the period until the monitoring functions respond cannot therefore
be ruled out.

7 Explanation of the manner of operation of external monitoring: Experience has shown that hardware failures or the
triggering of faults, including those with the potential to cause CCF, ultimately result in the cyclic operation of the
automation device being interrupted. This interruption is reliably detected by the multi-stage internal monitoring
systems so that the load power supply to the output module is switched off and a defined state is ensured. If, despite
experience, it is postulated that a fault is of such a nature that cyclic operation is not interrupted but leads to an
impact on the reactor protection instrumentation and control system functions, there must in any case be a
corresponding change in the hardware, software, or internal states.

The external monitoring concept stipulates that, during each processing cycle, a signal sequence from the external
monitoring system is fed into the relevant monitored module assembly frame of the reactor protection system,
processed by a special test function, and the result of this processing is compared with the signal expected during
normal operation. The test function utilises all hardware and software components that are also used for the actual
reactor protection functions and for which the potential for a CCF cannot be sufficiently ruled out. If a change is
assumed in these components which, whilst not affecting cyclic operation, does influence the result of the
instrumentation and control system functions, this must also lead to changes in the result of the test functions that
deviate from the expected result. This deviation would then lead to the shutdown of the module’s load power supply
and thus to a defined state, i.e. an active functional failure would also be prevented in this case.

The external monitoring system is part of the reactor protection system and is subject to the relevant quality and
design requirements.

4. Comments by advocates of Architecture 1 on footnote 10:

For the highly effective detection of a subsystem failure required here - based solely on device behaviour and
internal states - the monitoring functions mentioned are far from sufficient. To achieve this, comprehensive and in-
depth monitoring measures would need to be developed on the basis of detailed CCF analyses of all hardware and
software components.

5. Comments by advocates of Architecture 2 on footnote 10:

Based on a sufficient understanding of the system, combined with the necessary CCF analyses, it can certainly be
demonstrated that adequate monitoring can be demonstrated with compact monitoring functions in the external unit
that complement the internal monitoring system.
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Overall, this has the following implications for Architecture 2 with regard to the instrumentation and
control/process engineering interface:

- Delay in tripping: In principle, it is possible to prevent false tripping due to transient faulty
signals by delaying the activation of all instrumentation and control systems (with the exception
of reactor scram) by approximately 1 s (outside the reactor protection system computers).
Although this requires accident analyses to be carried out with a 1-second delay for the process
functions, this is not expected to cause any problems in meeting the criteria in the verifications.
However, such a general solution would be quite complex given the approximately 600 to 800
components controlled by the reactor protection system. If this solution cannot be applied
appropriately, the functions must be assessed individually for short-term incorrect activation as
part of a process engineering analysis, taking into account the instrumentation and control
components used.

- Process engineering analysis: It must be investigated whether or not incorrectly tripped functions
will lead to impermissible effects. Impermissible effects are avoided if, although incorrect control
signals may initiate transients, these are controlled by the reactor protection subsystem (level of
defence 3) not affected by the CCF or if breaches of protection objectives in the event of a CCF
of the entire reactor protection system (level of defence 4) are controlled by additional, diverse
instrumentation and control equipment. A favourable factor here is that, due to the state defined at
the outputs - which is ensured by monitoring at intervals of fractions of a second - activation is no
longer pending. For example, damage can thus be prevented by unit protection. Suitable
countermeasures must be defined to address impermissible effects resulting from momentary
faulty activations.

- Passive malfunction: Passive malfunction of a reactor protection subsystem due to CCF (level of
defence 3) is mitigated by the second reactor protection subsystem. Passive malfunction of both
reactor protection subsystems due to CCF (level of defence 4) is controlled by additional
instrumentation and control systems for part of the event spectrum (definition of vital functions).

- Active malfunction: Given the controlled malfunctional behaviour, active malfunction beyond
short-term false tripping need not be assumed. Short-term false tripping is controlled either by
means of 1-second time delays or by demonstrating as part of the process engineering analysis
(supplemented where necessary by individual countermeasures) that ultimately only passive
malfunction needs to be controlled.

- Train-by-train design: As the CCF of a reactor protection subsystem is assigned to level of
defence 3 and is also to be controlled in accordance with the analysis boundary conditions of
level of defence 3, each reactor protection subsystem must be capable of controlling all four
redundant trains (by controlling the components via an OR gate that combines the signals from
the respective outputs of the two quadruple-redundant, independent reactor protection
subsystems). Otherwise, the CCF combined with the single-failure concept would not be
controlled. Furthermore, the existing reactor protection system concept in most PWR plants
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provides not only for train-by-train-specific detection, processing and triggering of individual trip
signals but also for data exchange between redundant trains (e.g. for shutdown trip signals such as
DAF 2 > max), albeit with data exchange taking place only between the redundant trains of the
respective quadruple-redundant reaction protection subsystem.

- Combination of CCF in the reactor protection system with the single-failure concept: The
combination of a CCF in a reactor protection subsystem (level of defence 3) with the single-
failure concept is controlled for all design basis accidents.

9.3 Derivation of vital functions

For Architecture 1, the selection of the functions to be implemented in a dissimilar manner is determined
from the total set of functions to be implemented by means of a process analysis and an examination of
passive and active functional failures (see Chapter 9.2).

Architecture 2 requires the specification of the functional scope of the additional instrumentation and control
systems, hereinafter referred to as “vital functions”. The task of the so-called “vital” system functions is to
stabilise the plant in the short term in the event of a postulated malfunction of the reactor protection system
due to CCF of both reactor protection subsystems (level of defence 4) in such a way that, taking into account
measures subsequently initiated by plant personnel, impermissible effects on the environment are avoided. In
this context, an active functional failure of the reactor protection subsystems with prolonged malfunctions of
process engineering systems is not assumed (see Chapter 9.2).

The triggering of a plant transient by short-term false signals resulting from CCF in subsystems of the reactor
protection system (CCF as the initiator of the event) is to be controlled by a subset of the vital functions - in
the case of the PWR, these are reactor scram/turbine trip heat as well as removal via the main steam valves.

Vital system functions are defined as those process functions that are necessary to deal with combinations of
events within 30 minutes in order to meet the protection objectives. The selection of vital system functions
depends on the accident control concept for the plant in question. Since, for example, the accident control
concept for Siemens pressurised water reactors (PWRs) is similar, the scope of the vital system functions is
also similar. One possible approach to identifying vital functions for PWRs is based on the results of safety
status analyses (SSA) - as illustrated in [9.2].

10 Compilation of consequences for development, implementation and
operation arising from the implementation of the two architectures for
controlling CCF

For both architectures, the required reliability of the reactor protection system or the overall system (reactor
protection system and additional instrumentation and control systems) cannot be ensured by the chosen
architecture alone but must also be demonstrated for the equipment technology employed. This requires i.a. a
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high quality of the equipment system, which must be demonstrated in a suitable type test, and a CCF analysis
(see Chapter 5.4). In summary, Architecture 2 achieves a lower degree of diversity between the two reactor
protection subsystems than Architecture 1 (dissimilarity); on the other hand, in Variant 2, the additional
instrumentation and control systems are planned for level of defence 4. Each variant has specific
implications for the design, installation, operation and maintenance of the instrumentation and control
systems.

If Architecture 1 is implemented, this will have the following significant consequences:

- It is assumed that events can be controlled entirely or in part by means of computer-based
systems.

- The use of dissimilar reactor protection subsystems requires different equipment technologies for
the subsystems. The operator has to ensure the overall planning of the reactor protection system -
comprising dissimilar subsystems - as required by IEC 61513, the overall integration of the
reactor protection subsystems into an overall instrumentation and control system, and the
commissioning of the overall system.

- Any faults, omissions or ambiguous requirements identified in the specifications for the reactor
protection subsystems must be communicated between the individual manufacturers and the
person responsible for overall planning. In doing so, the independence of the individual
manufacturers’ development work must not be compromised.

- The entire development process, including the associated potential for errors (e.g. when
implementing specifications), must be performed twice, or in some cases three times, for the
reactor protection subsystems. Consequently, a higher overall number of faults can be expected
compared to Architecture 2; however, the likelihood of “identical” faults occurring in both
subsystems is expected to be lower.

- The use of dissimilar reactor protection subsystems requires a dissimilarity analysis. To this end,
suitable criteria for assessing dissimilarity must be developed in advance. The effectiveness of the
individual diversities implemented in terms of mitigating CCF mechanisms must be justified so
that the simultaneous malfunction of dissimilar subsystems due to CCF on level of defence 3 can
be practically ruled out.

- During operation, operating experience from the plant itself and from other plants as well as other
new findings regarding the control of CCF mechanisms must be monitored and any necessary
measures taken (see Chap. 5.4).

- Verification and assessment must be carried out twice or, where necessary, three times for the
different reactor protection subsystems.
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- The diversity/dissimilarity realised in the design must be maintained throughout the operational
life of products from different manufacturers. Maintenance expertise is required for reactor
protection subsystems from different manufacturers, with the advantage that this reduces the
occurrence of CCF errors during maintenance and modifications whilst also providing protection
against malware with CCF potential.

- The nuclear applications must be implemented twice or, where necessary, three times for the
dissimilar reactor ptotection subsystems. The dissimilar systems must operate in such a way as to
ensure reliable triggering within a specified time frame through the overlapping triggering of the
subsystems. Alternatively, in view of the requirement for simplicity in reactor protection, the
function may be implemented using homogeneous hard-wired technology based on discrete
components (see Chapter 9.2).

If Architecture 2 is implemented, this will have the following significant consequences:

- If the additional instrumentation and control systems are implemented hardware-based, systems
employing different technologies are available to ensure vital functions (compliance with
protection objectives in the event of a CCF of the entire reactor protection system for part of the
event spectrum).

- It must be demonstrated that the additional instrumentation and control systems will be effective
in the event of a CCF of the reactor protection system. The CCF of the reactor protection system
must not prevent the additional instrumentation and control systems from intervening.

- The development of computer-based reactor protection subsystems with diversity features may,
where appropriate, be carried out by a single manufacturer using different development teams and
in-house diversity management. A decision must be made as to whether the additional
instrumentation and control systems should be sourced from a different manufacturer. The
operator must ensure the overall planning of the complete system comprising the reactor
protection system and the additional instrumentation and control systems, as required by IEC
61513, as well as the overall integration and commissioning of the overall system.

- Any errors, omissions or ambiguous requirements identified in the specifications for the reactor
protection subsystems must, where necessary, be communicated only within a single
manufacturer between different development teams in such a way that the independence of their
development work is not called into question.

- The entire development process, including the associated potential for errors (e.g. when
implementing specifications), is not carried out in full twice for the reactor protection subsystems.
Consequently, fewer errors are generally expected overall than in Architecture 1; however, there
is also a higher likelihood that “identical” errors will occur in both reactor protection subsystems.
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- The diversity characteristics of the two reactor protection subsystems must be defined in a
targeted manner, taking into account possible CCF mechanisms. To this end, suitable criteria for
diversity decisions must be developed in advance. The effectiveness of the individual diversity
characteristics with regard to the control of CCF mechanisms must be justified as a simultaneous
malfunction of both reactor protection subsystems due to CCF on level of defence 3 is not
assumed.

- During operation, operating experience gained from the plant itself and from other plants as well
as other new findings regarding the control of CCF mechanisms must be monitored and any
necessary measures taken.

- The additional instrumentation and control systems are subject to a different set of specifications,
which covers only some of the functions (vital functions).

- The controlled malfunctional behaviour of the reactor protection subsystems is of critical
importance in terms of safety, which is why the verification requirements in this regard are
extremely stringent. At the subsystem level, the malfunctional behaviour of the subsystems must
be determined and it must be demonstrated that each subsystem assumes a predefined safe state.
Faults which, in conjunction with possible common-cause initiators, do not lead to such a safe
state of the reactor protection subsystems and the additional instrumentation and control systems
must be identified and rectified with a high degree of reliability. Any potential temporary false
signals from the reactor protection system must be controlled (in the event of a CCF in one
reactor protection subsystem, by the other reactor protection subsystem; in the event of a CCF
affecting the entire reactor protection system, by the additional instrumentation and control
systems; and by other instrumentation and control systems, such as unit protection, as well as -
subject to appropriate grace periods - by manual intervention). If an approach is adopted whereby
the additional instrumentation and control systems are not only enabled following the shutdown
of the relevant redundant components of the reactor protection system but are always engaged —
for example, using a downstream limit value — the requirements for a controlled malfunctional
behaviour must also be met for the additional instrumentation and control systems.

- The diversity/dissimilarity incorporated in the design must be maintained throughout the
operational life of a manufacturer’s reactor protection subsystems. Maintenance expertise is
required for a manufacturer’s reactor protection subsystems. Additional maintenance expertise is
required for the additional instrumentation and control systems.

For both architectures, even when installed in existing systems, a complete specification of requirements
must be available or, where necessary, drawn up, including the assumed electrical ambient conditions and
other environmental factors. It must be demonstrated that the new technology is compatible with worst-case
conditions.

For both architectures, it must be investigated whether there are any environmental factors to which the new
computer-based technology is more sensitive than the conventional reactor protection technology used to

RSK/ESK Secretariat
at the Federal Office for Radiation Protection Page 40 of 61



date (e.g. voltage fluctuations, EMC and radiation that can lead to data corruption (soft errors)). If this is the
case, appropriate countermeasures must be taken.

11 Maintenance and modification measures

Maintenance and modification work can introduce errors into computer-based systems. As part of the system
lifecycle, maintenance and modification measures on instrumentation and control systems are subject to the
requirements of the DIN IEC 61513 series of standards.

To prevent errors from occurring during maintenance and modification measures, the following general
requirements must be met:

- All maintenance and modification measures must be carried out by trained personnel in
accordance with the plant-specific procedural regulations governing maintenance and
modifications. This requires knowledge of both plant engineering and the equipment systems.
Depending on the potential impact of the maintenance measures or modifications, the required
plant condition (full load, partial load or shutdown) must be established before work commences.
The loaded software must undergo an identity and consistency check.

- A formalised change and configuration management system must be implemented so that it is
possible at any time to trace when the system was operated in which configuration.

- Recurring maintenance measures, such as in-service inspections or parameter changes (e.g. for
stretch-out operation) should be supported by ergonomically designed input screens. Inputs must
be checked for correct syntax (comma; full stop; invisible control character) and correct value
entries (decimal places; value changes). The selection of predefined setting options is preferable
to the specification of alphanumeric values.

- Recurring maintenance measures must be carried out by trained specialist personnel in
accordance with approved procedures, with the measures taking into account the current
condition of the plant.

- Where there are availability requirements for the instrumentation and control system in question,
maintenance measures must, as a general rule, be confined to a single redundancy section. A
switch to the next redundancy section triggered by maintenance operations requires verification
that the work has been carried out correctly and that the previously serviced redundancy section is
operational. This also includes monitoring and analysing system error messages and warnings.
Should maintenance measures affecting multiple redundancy sections become necessary,
appropriate safety and security measures must be put in place, in particular ensuring that such
measures are carried out whilst the system is in a state where there is no requirement for the
affected system to be operational. These measures must be planned in terms of timing and
technical requirements in such a way that any previously undetected fault in the modified plant
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system or in the testing and programming equipment used is, as far as possible, detected as early
as possible during introduction into the first redundant train and before introduction into the
subsequent redundant trains.

- Before maintenance measures are carried out for the first time or before modified components are
used for the first time, the potential for unintended interactions with other components must be
analysed, tested in practice and, where necessary, ruled out by taking appropriate measures.

- It should be checked whether the maintenance regulations or other operating documents need to
be amended in line with the above requirements.

International operating experience shows that modifications to computer-based instrumentation and control
systems in particular are a significant source of (additional) errors. This gives rise to the following
requirements:

- The number and scope of future modifications should be minimised through appropriate
planning, design, and corresponding procurement and manufacturing strategies. In particular, this
means that continuous manufacturing processes — and the resulting short innovation cycles —
should be avoided. Instead, batch production with appropriate stockholding should be adopted, so
that innovations can be better scheduled.

To prevent errors from being introduced when changes are nevertheless necessary, the following principles
in particular should be applied:

- In order to implement modifications, including testing and clearance, responsibilities must be
defined for at least the following activities:

proposal for a modification,

review of the proposal for the modification,
decision on the implementation of the modification,
implementation of the modification,

o O O O O

verification of the correct implementation of the modification.

Here, it must be ensured that the body carrying out the verification is independent of the body
making the proposal or carrying out the work, and that the body taking the decision is
independent of the body making the proposal.

- Modifications must be carefully planned, with sufficient time allowed for development and
implementation, assessment, and testing.

- The justification, the objective and the boundary conditions for the modification must be clearly
set out.
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- The modification requires an analysis of the impact on the computer-based system concerned, on
the (computer-based) systems linked to it, and on the process engineering system to be controlled.

- The tests and simulations to be carried out must be defined and justified.
- It must be evaluated which parts of the type and qualification test need to be carried out again.

- Modifications are only permitted following prior verification in a suitable simulation environment
or on the plant itself under appropriate operating conditions. In doing so, not only must the
modified intended functionality be tested but also the continued integrity of the unmodified
functionalities (e.g. regression testing, tests derived from the analysis of the impact of the
modification).

- The documentation of the modification must be included in the documentation of the computer-
based system.

12 Qualification and complexity; distinction between type testing and
qualification testing

The current version of KTA 3503, “Type Testing of Electrical Modules for the Safety Related
Instrumentation and Control Systems” (version: November 2005) requires updating with regard to suitable
test procedures for computer-based equipment. At the same time, the complexity of computer-based
instrumentation and control systems important to safety places new and increased demands on type and
qualification testing.

As part of a type test, verification must be provided that sufficient measures were taken during development
to meet the requirements set out in the regulations and that the specified functions are included and have
been verified accordingly through practical tests. The qualification of the component for the intended use is
assessed as part of qualification testing, taking the type test into account.

To date, type testing in accordance with the regulations has been purely a component test. As part of
qualification testing, the system-specific configuration (system functionality) and the interaction between
components are tested.

If the type tests do not provide sufficient verification of relevant system characteristics, supplementary tests
should be carried out.

To this end, tests must be carried out on the relevant system characteristics and the interaction between
components that are functionally related. This applies to characteristics such as timing behaviour, controlled
malfunctional behaviour, and the effectiveness of self-monitoring.
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So-called field devices (such as measuring transducers, switching devices and protective devices) must be
qualified in accordance with the nuclear regulatory framework, taking into account CCF issues, in the same
way as the instrumentation and control components.

The qualification test is generally carried out by an authorised expert different to the one who conducted the
type test. To ensure the qualification test is carried out effectively, it is important that the scope and depth of
the tests performed as part of the type test can be reproduced. To ensure that a type test carried out by one
authorised expert is subsequently recognised by the authorised expert conducting the qualification test, it is
necessary for the depth and scope to be agreed between the authorised experts. To this end, Directive 35
[12.1] was drawn up by the TUV Nuclear Coordination Office. Important information in the type test
documentation includes, amongst other things:

a detailed description of the test object, including the associated devices, configurations,
functions and interfaces

- the manufacturer’s requirements for the test object and a detailed description of how these
requirements are implemented technically

- information contained in the manufacturer’s documents on which the test is based

- a specific list of the requirements from the applicable test standards that have been taken into
account; when selecting the normative requirements relevant to the test, it may be useful to
employ a database tool that allows for the preliminary filtering of the most important
requirements to be covered and that contains examples of acceptable solutions

- a detailed description of the scope of testing (e.g. functional safety, basic safety (electrical,
mechanical), EMC, security, availability); this should also include software testing and testing to
ensure that non-safety-related components/subsystems will not adversely affect safety-related
components

- full details of the test methods and test procedures
- a full presentation of the results of the individual tests, such as

o how concretely the requirements for the test object were implemented (see safety case in
accordance with IEC 61508)
whether the specified functionality is maintained
whether the quality requirements specified in the standards (including those for software) are
fulfilled®

o what kind of failure behaviour the tested component exhibits.

8 It should be noted here that there is no uniform assessment standard setting out quality criteria for software

components. For hardware components, KTA 3503 serves as the standard.
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- in some cases, the failure behaviour of an assembly - particularly of software components - can
only be identified in the runtime environment or at system level; in such cases, a note to this
effect should be included in the type-test documentation

- full representation of compliance / non-compliance with the relevant normative requirements.

Any additional findings arising from the qualification test that indicate shortcomings in type testing should
be taken into account when further developing the type testing procedures (experience feedback).

Given the complexity of computer-based safety instrumentation and control system and in order to avoid any
future ambiguities, it would be advisable for the relevant testing institutions to agree on uniform testing
standards. Furthermore, it would be advisable to draw up a testing guideline for computer-based

instrumentation and control systems that sets out the specific requirements for type testing in accordance
with KTA 3503.

This matter should be addressed and taken forward within the Committee on Electrical Installations.
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Appendix

to the statement ,,Computer-based instrumentation and control (I&C) systems important to safety for
use in the highest safety category in German nuclear power plants“ — Presentation of the consultation
results from the RSK working group on USE OF COMPUTER-BASED INSTRUMENTATION AND
CONTROL SYSTEMS

Course of the discussion

The working group discussed the matter at a total of nine meetings. At its 1** meeting on 21 May 2010 /1.1/,
the working group commenced its work in accordance with the task assignment formulated by the RSK
(426" meeting on 20 May 2010) /1.2/ and, on the basis of the proposal /1.8/ and taking into account /1.3—
1.7/, the comments /1.9/ and the relevant discussions, drew up a schedule for further deliberations. A
schedule /1.10/ set out the allocation of tasks to the working group members and other experts.

At the 2™ meeting on 21 - 22 June 2010 /2.1/, the main focus of the discussions was on the current
international situation regarding the use of computer-based systems in instrumentation and control systems
important to safety in nuclear power plants, divided into three topic areas:

1. description of different safety philosophies and concepts, and the integration of architectures of
instrumentation and control systems important to safety into the safety concept;

2. diversity characteristics / independence characteristics as well as controlled / uncontrolled failure
behaviour;

3. NUREG CR 7007 with reference to NRC BTP 7-19.

In his presentation /2.2/, Mr Verstegen outlined the CCF postulates to be established from VdTUV’s
perspective for computer-based instrumentation and control systems and the reasons underlying these
postulates. He then outlined the general principles governing the design of instrumentation and control
systems important to safety in US nuclear power plants. In his presentation /2.3/, Mr Waas described the
safety principles for the technical design of a computer-based protection system in accordance with event
classes and levels of defence. He outlined protection concepts against common-cause initiators and the
implications for instrumentation and control systems important to safety.

Regarding the second topic, Ms Biihler /2.4/ provided an overview of implementations at foreign plants
based on information from NUREG/CR-7007 /2.5/. With regard to the distinction between the terms
“dissimilarity” and “diversity”, reference was made to the definition in /2.6/. As a practical example, Mr
Verstegen reported on 11 ASN/GPR requirements for the Flamanville 3 EPR /2.7/. Furthermore, Dr Fischer
/2.8, slides 16 and 17/ explained the basic principles of plant safety and the defence-in-depth concept.

With regard to the third topic area, GRS /2.9/ outlined the NRC’s requirements for diversity as a safeguard
against common-cause failures in computer-based instrumentation and control systems important to safety.
In doing so, the key requirements from BTP 7-19 /2.10/ and DI&C-ISG-02 /2.11/ as well as NUREG/CR-
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6303 /2.12/ were addressed. The diversity aspects from NUREG CR 7007 /2.5/ were explained and
compared with those from /2.12/. As an example of the implementation of these rules, GRS briefly discussed
the licensing procedure for the conversion of instrumentation and control systems important to safety to
Teleperm XS (TXS) at the US nuclear power plant in Oconee. Dr Graf provided a detailed description of the
Oconee project /2.13/. He first described the regulatory requirements in the US for computer-based
instrumentation and control systems with regard to CCF /2.10, 2.13, 2.14/. In addition, the defence-in-depth
and diversity analyses, including the assumed CCF failure modes and the required quality of the backup
measures derived from them were explained.

After the meeting, on the basis of the reports presented and with reference to a presentation /2.15/ and to
NUREG/CR 7007 /2.5/, Section 4, the Chair compiled a systematic overview of the various realisations
comparing aspects such as diversity and dissimilarity /2.16/.

At the 3" meeting on 5 - 6 July 2010 /3.1/, an overview of international standards and regulations was
provided with regard to existing requirements for the prevention and control of a CCF. In particular, the
discussion focused on whether the requirements were comprehensive.

Dr Riekert explained /3.2/ the assessment of digital instrumentation and control technology within the OECD
NEA’s MDEP process and the key content of the IAEA reports /3.3 and 4/. Dr Lindner explained that the SC
45A standards implement the principles of the IAEA Safety Guides into technical rules /3.5/. He provided an
overview of the IEC’s work. He also explained the CDV (Committee Draft for Voting) IEC 61513 /3.6/ with
regard to dealing with a CCF. Furthermore, he referred to /3.7/ in relation to a probabilistic assessment for a
software-based system. In Great Britain, the probability of malfunction of a software-based system when
challenged must not be less than 107*/3.8/. In the ensuing discussion, reference was made to a comparison of
digital instrumentation and control applications in foreign nuclear power plants /3.7/, in which four different
diversity design approaches for software-based instrumentation and control systems important to safety were
identified. The documents /3.9/ and /3.10/ were consulted in the discussion.

Mr Schroder described how the CCF is incorporated into the IEC 61513 series of standards and its
subordinate standards /3.11/. In connection with his comments on the draft DIN EN 62340, he referred to
/3.12/.

In his presentation, Mr Faller described standards from other industries relating to the treatment of the CCF
/3.13, 3.14/. In addition to the IEC standards IEC 61508 and IEC 61511, he concluded by referring to
aerospace analysis techniques /3.15/ and to HAZOP studies /3.16, 3.17/. He also explained the stress-strength
conceptual model, which forms the basis in most industries.

In a further presentation, Mr Waas discussed the interface between instrumentation and control and process
engineering, using a PWR plant as an example /3.18/.

To conclude, the working group discussed possible instrumentation and control system architectures, taking
into account the previous discussions /2.16, 3.19/.

RSK/ESK Secretariat
at the Federal Office for Radiation Protection Page 50 of 61



At the 4™ meeting on 16 - 17 August 2010 /4.1/, individual topics were examined at greater length. In his
presentation, Dr Graf described the feasibility of functional diversity, particularly on the basis of DIN IEC
62340 /4.2/. Dr Lindner explained the significance and effectiveness of the external monitoring device
(ExtU) intended for TXS, which forms part of the VGB concept /4.3/. The topic of diversity was also
touched upon in this context. Mr Waas reported on the consequences of prolonged control errors dependent
on the postulate of controlled or uncontrolled failure behaviour /4.4/. The working group then summarised
the findings from the presentations, which were to be incorporated into the statement. On the basis of a
proposal /4.5, 4.6/, the working group defined the objectives and key content of the statement and drew up a
timetable /4.7/.

At the 5™ meeting on 27 September 2010 /5.1/, following a brief discussion on a current security issue (the
‘Stuxnet’ malware), the working group began discussing the 1t DRAFT/statement /5.2/. On the basis of a
proposed structure /5.3/, contributions from the working group members /5.4 — 5.14/ had been agreed upon
for a first draft of a statement.

At the 6th meeting on 13 October 2010 /6.1/, the discussion on the DRAFT/Statement /6.2/ continued; further
comments and additions /6.3 — 6.8/ had been incorporated in the meantime. The document /6.9/ was also
available.

At the 7™ meeting on 8 - 9 December 2010 /7.1/, the working group was briefed by Dr Haake of TUV Nord
and Dr Lindner of ISTec on the type testing of the TXS system /7.2, 7.3/. The working group then continued
its discussion of the DRAFT/statement, which had been revised in the meantime by Mr Brettner, taking into
account contributions from the working group members. No consensus could be reached regarding the text
and scope /7.15/. The key points of the DRAFT/statement are to be summarised in an executive summary
and adopted as a joint paper by the working group. The full version of the text is to be approved by only part
of the working group and submitted to the RSK.

At its 8" meeting on 9 February 2011, the working group briefly discussed the topic of ‘Redesign of
assemblies’ /8.2—8.4/ and concluded that further discussions should take place within the Committee on
Electrical Installations. The working group then continued its discussion on the statement. The draft
discussed at the 7" meeting (hereinafter referred to as the “long version™) /7.15/ has since been revised /8.5,
8.6/. The key points are to be summarised in an executive summary and adopted as a joint paper by the
working group.

The subject of the discussion was the draft summarised as an Executive Summary (hereinafter referred to as
the ‘summary’) /8.7, 8.8/. Taking into account further documents /8.9—8.11/ as well as additional comments
and amendments, the working group revised the summary of the statement /8.12/. Following the meeting, the
draft was revised to incorporate the agreements reached at the 8" ERL working group meeting and the
comments and textual revisions received /8.13/ as a consultation document for the 9" and final meeting.

At the 9™ meeting on 7 September 2011, in addition to document /8.13/, comments were received from Ms
Biihler and Mr Verstegen /9.1/, Dr Riekert /9.2/, and Mr Waas and Dr Graf /9.3/. Following discussion, the
working group adopted the current version.
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